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Abstract - Quantum mechanics and its underlying principles assures better security then 
classical world which are unable to provide unconditional security. A quantum 
entanglement phenomenon helps us to minimize the required assumptions needs to be 
made about devices, resulting towards Device Independent Quantum Key Distribution 
(DIQKD). What about guarantying security of the QKD protocol in case of quantum 
devices used in protocol are untrusted? DIQKD provides unconditional security without 
assuming anything about internal working of quantum devices. DIQKD allows users to 
not focus on integrity of devices being used in protocol. Quantum physical phenomena 
"non-local correlations" and no information exchange within and between the laboratories 
of Alice and Bob are bases of DIQKD. As quantum computing started becoming mature 
and commercially viable, need for quantum error correction became obvious. Quantum 
error correction can be accommodated in quantum key distribution to gain better 
efficiency with reference to error rate. Post processing quantum error correcting 
techniques can remove noise once the procedure is performed. Real time quantum error 
correction will lead towards large scale quantum computation. 
 
Index Terms – BB84 Protocol, Device Independent Quantum Key Distribution, 

Entanglement,E91 protocol, No cloning theorem, Non locality, Quantum Error Correction 

 
 
1.0 INTRODUCTION 

Quantum information is presented as quantum states also known as Qubits. Quantum 
communication is transmitting qubits among distant parties[1]. Quantum physics exhibits 
some non-classical features like no cloning theorem [2], uncertainty principle[3], and 
Bell's theorem[4], which makes it capable to achieve semantic security. 
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Classical schemes of key distribution like RSA, Diffie-Hellman, ECC are conditionally 
secure as they are relying on the strength of their mathematical algorithms and the 
capabilities of eavesdropper are assumed to be limited. QKD applies quantum properties 
which are not vulnerable to increasing computational power or new algorithms for 
exchange of cryptographic key.  

When we try to measure the quantum system, it disturbs the existing state of the system. 
So when eavesdropper tries to measure the quantum system, system gets disturbed and 
leaves traces of presence of eavesdropper. Furthermore one cannot copy the qubit. 
Based on these principles, genuine communicating parties can easily detect corrupted 
information and then can eliminate such corrupted information. 

In 1984, Bennette and Brassard [5], proposed  BB84 protocol which relies on principles 
of quantum mechanics and not depends on mathematical complexity. This protocol has 
opened up many opportunities for use of quantum mechanics to derive different types of 
security algorithms. In case of BB84 and related protocols we need to trust the devices 
being used and the manufacturer. This constraint is always questionable. Furthermore 
devices used in protocol must follow the theoretical security model proposed for analysis. 
In case of BB84 protocol, it is required that single photon source which emits only single 
photon at a given time. Transmission of pairs of photon makes the protocol insecure. 

The word device independent security is coined by Mayers and Yao [6]. The basic idea 
of achieving device independent security is discussed by Barrett, Hardy, and Kent [7]. In 
device independent formulation, devices used in protocol can be considered as black 
boxes receiving classical inputs and generating classical outputs. Security is guaranteed 
even if it is assumed that devices used are manufactured by eavesdropper. 

 

2.0 BASIC POSTULATES 

Evolution of quantum key distribution protocols depends on some basic quantum 
mechanics postulates which draw a line of separation from classical world and made 
unconditional security feasible. 

 

2.1 The No-Cloning Theorem 

If qubit is in an unknown state, one cannot make perfect copy of that qubit which is not 
entangled. Wootters, Zurek, and Dieks in 1982 stated that quantum physics outlaws the 
generation of similar copies of given unknown quantum states [8]. 

 

2.2 Quantum Entanglement 

As per quantum entanglement phenomenon, quantum state of two entangled entities can 
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only be described with reference to each other, even if two entities are space like 
separated. Joint state of entangled entities cannot be separated as presentation of 
individual states of entities. Entanglement word is coined by Erwin Schrödinger in a letter 
to Albert Einstein. 

 

2.3 Monogamy of Quantum Entanglement 

Entanglement is monogamous. If two systems A and B are in joint entangled state in such 
a way that they are maximally entangled then there is no possibility that these entangled 
systems can be co related with some another system C. This phenomenon is 
mathematically expressed by Coffman-Kundu-Wootters (CKW) monogamy inequality [9]. 
Monogamy of Entanglement departs quantum cryptography from classical line of 
thoughts. 

 

2.4 Bell Non-Locality 

Bell discussed in his 1964 Bell's theorem [10] that by changing the measurement setting 
of one device, the measurement of other device can be affected even if both the systems 
are space like separated. The interpretation of word locality here is that the result of 
measuring one system cannot affect the result of measurement of another remote 
system. Non locality is just a complement of perception of locality. 

 

2.5 The Heisenberg Uncertainty Principle 

Heisenberg uncertainty principle states that one cannot measure the state of system 
without disturbing it. One cannot measure the position and velocity simultaneously. If you 
measure the position, momentum become unclear and vice versa: If you accurately 
measure the position, momentum get disturbed and become more uncertain and vice 
versa. 

 

3.0 EVOLUTIONARY QKD PROTOCOLS 

The aim of QKD is to create system for Alice and Bob to formulate secure private key like 
one time pad. Quantum key distribution uses quantum mechanics property that a qubit 
cannot be copied as per No-Cloning Theorem. QKD is almost secure as it is impossible 
to steal the key as key is generated continuously and randomly. This makes the key being 
automatically shared by both the parties. 

 

3.1 BB84 Protocol 
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BB84 is the first QKD protocol published by Charles Bennett and Gilles Brassard in 1984 
[5]. BB84 protocol applies Heisenberg uncertainty principle (HUP). All other protocols 
based on HUP are considered as variants of BB84 protocol. 

 

 

Figure:1 Quantum key distribution system for secure random key distribution 

 

Alice generates the secret key encoded by using different polarizations of photons. As 
per HUP, eavesdropper is not able to measure these photons and send them to Bob 
without generating disturbance and hence the presence of eavesdropper gets detected. 
Quantum key distribution uses one quantum channel and one authentic classical channel.  

First phase of protocol uses quantum channel for communication. Alice prepares photons 
by using random polarization from either rectilinear or diagonal polarization as shown in 
figure 2. Alice has four possible polarization states 0, 45, 90, 135 degree to choose from. 
Alice stores the record of polarization used for each photon and transmits to Bob. On 
receiving, Bob measures photons in random polarization either rectilinear or diagonal. 
Bob also records which polarization has been used for each photon. Only those 
measurements are deterministic in which Alice and Bob both have used same 
polarization. By probability there is only fifty percent possibility that Alice and Bob have 
used same polarization. Remaining fifty percent cases may have used different 
polarization and hence become non-deterministic. 

 

Second phase of protocol uses authentic classical channel for key extraction. Alice and 
Bob declare which polarization they have used for each photon. For the samples in which 
Alice and Bob have used different polarization they have different outcome and those bits 
are discarded as being non deterministic. For remaining fifty percent if there is no 
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presence of eavesdropper then resultant key should be same. If eavesdropper is present 
then state of photon must be disturbed and the resultant key cannot be in mutual 
agreement. With help of classical public channel Alice and Bob further compare partial 
outcome of their resultant key to check the presence of eavesdropper. If they found 
mismatch in keys then they discard the keys and iterate again. Bhavesh and Nirbhay have 
discussed different phases of BB84 with future scope and limitation [11]. 

 

 

Figure:2 BB84 bit encoding 

 

3.2 E91 protocol 

In 1991, Artur Ekert presented a QKD protocol which applies entanglement and Bell's 
inequality [12]. Entangled photons used in the protocol can be generated by Alice or Bob 
or trusted third party. Each entangled pair is distributed to make sure that Alice and Bob 
both receive one from each pair. There is no exchange of information to be eavesdropped 
here and hence can be considered a most secure protocol. Alice and Bob both use 
different orientations of analyzers randomly and independently for measuring polarization 
of photons. The measurements are divided into two categories: First when orientation of 
analyzers applied are different and second when orientation of analyzers applied are 
same. Alice and Bob declare the results of first set only and determine that the results 
corresponds to the value anticipated from Bell's inequality (=-2√2): if this is observed, 



Tianjin Daxue Xuebao (Ziran Kexue yu Gongcheng Jishu Ban)/ 
Journal of Tianjin University Science and Technology 
ISSN (Online): 0493-2137 
E-Publication: Online Open Access 
Vol:54 Issue:09:2021 
DOI 10.17605/OSF.IO/5K6PF 

 

Sep 2021 | 6  

 

Alice and Bob are convinced that result obtained in second set are not correlated and can 
be used to formulate a secret key. 

What about eavesdropper? Eve cannot steal any information from photons in transit as 
they actually do not contain any information. Information is generated only when both 
parties apply analyzer orientation measurement. As Eve does not know the analyzer 
orientation of Alice and Bob, she cannot even insert her own data which in turn results in 
lower value of Bell's inequality. 

 

4.0 DEVICE INDEPENDENT QKD 

All prior QKD protocols are based on presumptions on inner working of quantum devices. 
In contrast to that DIQKD protocols are using no presumptions on inner working of the 
quantum devices. Protocol treats quantum devices as black boxes which produces 
classical output which in turn may be based on classical inputs given as shown in figure 
3. 

Security of generated secret key is concluded based on observed statistic and not based 
on inner working of quantum devices used. 

In contrast to normal QKD protocols, in DIQKD scenario Alice and Bob do not trust the 
source of photons and do not trust even the quantum devices being used. In worst case 
it is even assumed that devices are manufactured by eavesdropper. As device being 
untrusted, Alice and Bob cannot have any guarantee on correspondence of actually 
measured bases and expected ones. So to limit Eve's information, Alice and Bob need to 
think about worst possible combination of states and measurements with reference to 
classical input output relations observed in arbitrary Hilbert space dimension. 

 

4.1 Need for DIOKD protocol 

Normal QKD protocols have many drawbacks and DIQKD protocol can overcome those 
by applying minimal assumptions. In actual implementation quantum devices may not 
perform as per theoretical specifications as devices having noise or having uncontrolled 
side channels. DIQKD protocol just ignores all implementation details. DIQKD proposes 
security with minimum assumptions as follows:  

 Physical location of Alice and Bob are secure and has no leak to outside world.  

 They have trusted quantum random generators producing classical outputs.  

 Have access to authentic public classical channel.  

 Have access to trusted classical devices capable to process classical data 
produced by quantum devices. 
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Figure 3: Quantum devices represented as black boxes generating classical 

output a and b which are based on classical inputs x and y. 

 

Someone may hack or modify the internal working of devices but as far as devices keep 
producing proper classical input output relationships, no problem. DIQKD removes the 
fundamental belief that physical security is essential requirement to provide cryptographic 
security. 

 

4.2 DIQKD protocol 

1. Alice and Bob both chooses their random bits Xi and Yi respectively as inputs to 

their devices DA and DB respectively, where for each round i ∈ {1,......,n}. For Alice Xi is 
element of {0,1,2}. Once having their successive inputs, EPR pair is measured by honest 
device in selected choice of bases yielding outcomes ai, bi, which are elements of {0,1}. 
Here n is number of rounds and η is agreed noise tolerance.  

2. For x ∈ {0,1}, measurement bases are selected in a way that violates the CHSH 

inequality which states that probability of (ai ⊕ bi = Xi ꓥ Yi ) should be equal to cos2(π/8).If 

the CHSH condition fraction (ai ⊕ bi= Xi ꓥ Yi ) is smaller than  cos2(π/8) - η, the protocol 

is aborted. 

3. Alice and Bob publically disclose their choice of inputs. To ensure ai = bi for Xi= 2 
and Yi = 1, for input x = 2, Alice measure in the same basis as for the Bob's input 1. If the 
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fraction of rounds for which ai=bi is less than 1 - η, protocol is aborted. If not then 
information reconciliation is performed on remaining rounds. Operation of two universal 
hashing as privacy amplification is also followed. 

 

4.3 Security of DIQKD protocol 

Security violation of DIQKD protocol is nothing else but Bell inequality violation and 
detection loophole problem [13]. Monogamy of entanglement is pivotal in the analysis of 
DIQKD protocol. As per monogamy of entanglement, if two states are maximally 
entangled with each other then no other state can have entanglement sharing with any of 
these two states [9][14]. Clauser-Horne-Shimony-Holt [CHSH] inequality [15] is used to 
set up consistency of co relations among output distributions of devices DA and DB which 

are sharing many Einstein-Podolsky-Rosen (EPR) pairs| ѰEPR> = 
1

√2
( |00> + |11>).  As 

per monogamy of entanglement, Eve cannot share entanglement with these states and 
hence correlations remain independent of information leak. 

Devices are totally untrusted in case of DIQKD and may even assume that devices are 
manufactured by eavesdropper. ρABE is considered as joint state of A,B and eavesdropper 
E to which measurements are applied by devices DA and DB. All three systems are 
considered as local means device A has access to only system A, similar assumptions 
for B and E. Protocol reveals that security can be ensured without any assumption on 
internal working of devices. 

 

4.4 Advances in DIQKD protocol 

Many researchers are modifying the existing device independent quantum key distribution 
protocol and coming with different versions of the same. Advance proofs with different 
perception are presented to achieve different aspects of theoretical and practical security. 

Vazirani and Vidik [16], showed that original Ekert protocol can be sufficiently used to 
achieve all features to define fully device independent quantum key distribution. Security 
analysis depends on the satisfaction of the Bell inequality and practical realization of the 
same discusses detection loophole challenge. Protocol discussed can be used for robust 
testing of compromised quantum devices against noise. The same protocol can be 
applied to generate noise immune randomness expansion which is secure against 
quantum adversaries. 

Huang Jingzheng, Yin Zhenqiang et al [17] discussed how DIQKD can be further aligned 
as Source Device Independent QKD and Measurement Device Independent QKD. In 
usual case for key distribution between Alice and Bob, Alice have source on her side 
while Bob have detector on his side for operations. In case of Source Device Independent 
QKD, quantum source is positioned at Eve's place which may be compromised and 
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quantum detectors are placed at Alice's and Bob's place. In case of Measurement Device 
Independent QKD, quantum detector is positioned at Eve's place which may be 
compromised and quantum sources are placed at Alice's and Bob's place.  

Shuquan Ma, Changhua Zhu et al [18] enhanced MDI-QKD protocol with password based 
authentication scheme for quantum authentication. The protocol uses already shared long 
secret key which is not destroyed after use but retained. The protocol is able to achieve 
key distribution and identity authentication simultaneously. 

MDI-QKD is more difficult in practical realization when we compare it to standard QKD. 
Alberto Boaron, Boris Korzh et al [19] discussed detector Device Independent QKD and 
its security analysis. This protocol suggests using single photon for encoding of multiple 
qubits and hence detector required to detect only single photon. DDI-QKD ensures better 
security then normal QKD protocol and less complexity in practical realization compared 
to MDI-QKD. Furthermore DDI-QKD can be practically realized using single photon 
interference. 

Device independent QKD protocols depend on Bell games and measurements. Winning 
probability in this case higher than the winning probability in classical case indicates the 
non-local correlations and monogamy of such correlations. Rotem Arnon-Friedman, 
Frédéric Dupuis et al [20] suggested Entropy Accumulation Theorem to quantify the 
secret randomness and winning probability. The theorem suggests a way to find total 
secret randomness accumulated after summing entropy at the end of each individual 
round of Bell game. It is not necessary that each sequential round of Bell game when 
measured independently behaves in a same way.  

 

5.0 Quantum error correction and key distribution protocol 

Quantum mechanics have two different behaviors simultaneously – wave behavior and 
particle behavior. These two behaviors are very much analogues to analog and digital 
behaviors. Error correction should be performed with digital space keeping analog space 
unaffected from the operations [21].  

When one measures the qubit, it gets disturbed and information associated with it 
destroyed making it not applicable for further analysis. So instead of using qubits to 
represent information one can use entanglement – correlation between qubits to 
represent information.  

Error correction can be achieved by applying majority rule. One can represent one logical 
bit with series of three same qubits 111 or 000. If any qubit has been affected by spin flip, 
other two will not agree with that. But the problem with this approach is that when we 
measure, we lost quantum information. 

One can insert additional “ancilla” qubit which is operated by quantum gates to modify it. 



Tianjin Daxue Xuebao (Ziran Kexue yu Gongcheng Jishu Ban)/ 
Journal of Tianjin University Science and Technology 
ISSN (Online): 0493-2137 
E-Publication: Online Open Access 
Vol:54 Issue:09:2021 
DOI 10.17605/OSF.IO/5K6PF 

 

Sep 2021 | 10  

 

Instead of measuring one qubit, one can measure pair of qubits and should check whether 
first pair disagrees or second pair. By concluding these two measurements, one can find 
corrupted qubit. Then one just needs to change the flip irrespective of knowing its value. 

Calderbank, Shor and Steane proposed an error correcting code which is known as CSS 
code [22][23]. Wei Jia, Ying Zhang et al. [24] proposed quantum key distribution protocol 
based on CSS error correcting codes. They have proposed use of classical linear codes 
and QKD protocol modification accordingly. 

Wei Jia, Ying Zhang et al. [25] proposed a QKD protocol based on low density parity 
check (LDPC) which is more adaptable for variable code length and rate. They have given 
a numerical calculation showing increase in transmission efficiency of BB84 QKD protocol 
which uses LDPC code for error correction.  

Recent advancement in quantum error correction is surface code which uses two 
dimensional geometrical surfaces like integrated circuits. 

 

6.0 Limitation and Future Scope of existing work 

Current research in DIQKD is quite mature theoretically but practical implementation of 
the same is still quite difficult and requires utmost precision. Device Independent random 
number Generator is also emerging research topic which can be applied for expansion of 
randomness [26].  

Quantum key distribution also focuses on new avenues like quantum money, position 
verification, quantum teleportation, two party communications, bit commitment, quantum 
rewinding and super dense coding. Combined security model of classical and quantum 
primitive can also be derived. 

Post quantum cryptography is new area which proposes unbreakable post quantum 
cryptosystem in polynomial time by latest quantum computer. Daniel J. Bernstein and 
Tanja Lange [27] discussed post quantum systems like code based encryption, lattice 
based encryption and hash based signatures. Still many miles need to be travelled in 
implementation of post quantum systems for real world applications. 

 

David Lowndes, Stefan Frick et al. [28] proposed a small terminal device which can be 
operated from hand in proximity with node of quantum network. This proposed device can 
be then used to store secret keys for routine encryption process on internet kind of 
conventional platform. They have also demonstrated QKD system with key rate nearly 20 
kbps using handheld terminal. 

Chia-Wei Tsai, Chun-Wei Yang et al. [29] discussed possibilities of QKD networks with 
point to multipoint operational facility. They also raised the requirement of secure interface 
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between quantum and classical applications and nodes. Al-Batool, Al-Ghamdi et al. [30] 
have discussed applications of QKD proposed in last few years. They have also 
summarized possible attacks on QKD. 

 

7.0 Conclusion 

Quantum channel may carry noise and that may change the polarization in unpredictable 
way resulting in increased error rate. Photon splitting attack may be performed by 
eavesdropper to produce a copy of a photon without changing polarization which makes 
it impossible for receiver to detect the presence of eavesdropper. Eavesdropper may 
disturb the interpretations of Bob by sending extra photons as dummies. Current 
implementation have limitation on distance (up to 150 Kms) and poor transmission rate 
which makes it little impractical. Optical hardware being used in implementation is too 
costly and leads to infeasible environment for setup. 

Quantum key distribution is almost applicable to everywhere like military and defense, 
government, finance, health care...just to name a few. ID Quantique, IBM, SeQureNet, 
Quintessence Labs, Microsoft, MagiQ Technologies, Rigetti, Toshiba, QuantumCTek, 
Qasky, googlecirq and many more are key players or top manufacturers in field of 
quantum key distribution.  
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